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Elections in Moldova and Romania:
Influence Operations and Lessons Learned

On Tuesday 17th December 2024, Alliance4Europe and
GLOBSEC convened a Chatham House Rule Roundtable
consisting of media, civil society, and institutional representatives.

The session explored the recent elections in Moldova and
Romania, diving into current trends in influence operations, key
takeaways and challenges for the broader region.

The event was moderated by Katarina Kingova from GLOBSEC.

This report summarises the conclusions of the roundtable.
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e This report was written through the Information Defence Alliance project of the
Counter Disinformation Network, financed by the Ministry of Foreign Affairs of
the Republic of Poland within the grant competition “Public Diplomacy
2024-2025 — the European dimension and countering disinformation.

e The opinions expressed in this publication are those of the authors and do not
reflect the views of the official positions of the Ministry of Foreign Affairs of the
Republic of Poland.

e This meeting was held under Chatham House Rules. The list of attendees and
their contact details may be shared with the Polish Ministry of Foreign Affairs on
request, while individual contributions will not be attributed.
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Participant Breakdown

We extend a warm thank you to the 95 participants who joined the discussion!

Participants by country of residence: Participants by affiliation:
,lrJn‘ited Kingdom L - = Ukrajne
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United States

Romania

2247

Germany EU/Government

Poland

Academia
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The Counter Disinformation Network

The Counter Disinformation Network (CDN) is a collaborative
platform gathering 150+ OSINT researchers, journalists,
academics, fact—checkers, and other practitioners from over 35
organisations, all fighting information manipulation.

The Counter Disinformation Network offers:
e A Collaboration and Crisis Response Platform.

e A Standardised System for Knowledge Valorisation.
e A Global Knowledge Exchange

Contact: saman.nazari@alliance4europe.eu
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The Situation in Romania:
The Far Right and Influence Operations (1/2)

On December 6, the Romanian constitutional court announced
that it had annulled the recently-concluded first round of
Romania's  presidential  election was cancelled. This
unprecedented ruling was motivated by a suspicious social media
campaign in favour of farright, Russophile candidate Calin
Georgescu.

Georgescu, while lacking traditional campaign infrastructure,
outpaced the far-right AUR party through a hyper-focused social
media strategy. TikTok emerged as a dominant platform,
reflecting a fundamental shift in media consumption.
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The Situation in Romania:
The Far Right and Influence Operations (2/2)

Georgescu's accounts launched in November, and saw rapid and coordinated spikes in activity.
Unlike his competitors, whose growth was more organic over the year, his success relied on a
network of inauthentic accounts amplifying curated, positive messaging. This granular
approach—leveraging fan accounts and seemingly “apolitical” proxies—demonstrated the
difficulties to effectively monitor such campaigns. At present, over 300 inauthentic accounts
remain live and continue to spread content virally.

While extremism is not a new phenomenon in Romania, the prominence of the far-right during
this election cycle underscored significant changes in the political and digital landscape.
Indeed, this success was fueled by anti-institutional sentiment, as public trust in the Romanian
Parliament hit a historic low at 17.4%.
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Moldova: A War of Attrition (1/2)

The event also explored the challenges to Moldova’s democratic
process, which stem primarily from Russia's sustained hybrid
warfare. Russian influence operations include a 15-fold increase
in financial investments—rising from €9 million to €150 million
over recent years. This presents ample opportunities for external
interference ahead of the country’s upcoming elections.

Described as a “war of attrition,” this hybrid campaign aims to
exhaust Moldovan society, particularly civil actors, while eroding
public trust. Compared to Romania, Moldova’s electoral system is
more resilient, reflecting judicial independence, though systemic
corruption remains a pressing issue.
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Moldova: A War of Attrition (2/2)

Russian interference operations leverage a multi-pronged
strategy, including disinformation campaigns on Telegram and
TikTok, as well as strategic corruption of Moldova's judicial
system. These campaigns also utilise the Russian Orthodox
Church as a tool for influence.

Russian-backed actors have also exploited Moldova’s diaspora,
particularly those residing in Russia and Turkey, facilitating their
return to vote in elections.
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New Platforms, New Battlegrounds (1/2)

TikTok has become the new battleground for influence
operations. Platforms, no matter how “young” or obscure, must
not be overlooked. However, panelists warned that fact-checking
alone is insufficient; narratives thrive among populations lacking

media  literacy  or  trust  in  traditional  sources.

Indeed, trust in mainstream media continues fo decline, creating
openings for fringe voices to dominate platforms like TikTok.
Furthermore, these elections highlight the emergence of
geographically concentrated political movements organized
through channels such as Telegram.
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New Platforms, New Battlegrounds (2/2)

Recommendations include:

e Depoliticising communications to prevent politicians and civil servants from tapping
into disinformation narratives for electoral gain

e Building trust through transparency, so that journalists and media outlets can be
empowered to act as credible, independent news sources

e  Applying stricter regulation to ‘unofficial’ fan accounts to avoid such actors allowing
campaigns to skirt around regulations

e Enforcing greater transparency on paid political ads

e Granting researchers access to platform data.

e  Ensuring targeted mitigation of systemic risks during electoral periods.
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The Role of History: Russia’s Agenda-Setting

Russian influence operations in Moldova and Romania are deeply
rooted in Soviet history, and serve as a tool for agenda-setting.
This strategy focuses on reviving narratives tied to the Soviet
legacy, Warsaw Pact affiliation, and WWII history,

particularly during significant anniversaries like the 80th
anniversary of the lasi-Chisinau Operation.

Russia has strategically aligned anti-Ukrainian narratives with
sympathetic political actors across Moldova and Romania.
Identity remains a weapon in this broader strategy, as Russia

l
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amplifies historical, cultural, and linguistic divisions to distort
reality and fracture public trust. This was evident in Romania,
where narratives around Ukrainian refugees became significantly

more aggressive during the elections.
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Bulgaria: A closer look

Having faced seven general elections in three years, Bulgaria reflects similar trends as
Romania and Moldova.

There is a broad anti-establishment mood, a sense of political disenfranchisement and a
subsequent skepticism towards progressive, “‘western values’ often exemplified with causes
such as LGBTQ+ rights. In the recent October elections, the traditional and highly-entrenched
centre-right party GERB won solidly, after a wave of fairly pro-western, pro-EU movements
sweeping across the country as a part of a broader anti—establishment trend over the last
several years.

It remains to be seen if a government can be formed in Bulgaria, or if the country will remain
gridlocked, with a disenfranchised voter base willing to consider anti-EU, anti-Ukrainian
narratives.
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Commission Actions: Enforcement

and Accountability

Formal proceedings have been opened against TikTok, focusing
on international manipulation, political advertising, and content
recommendation systems. Tools such as data retention orders
have been employed to preserve critical information related to the
Romanian elections.

In addition to TikTok, the Commission also launched
investigations into X and Meta, targeting information

manipulation on their platforms. The Code of Practice on
Disinformation activated its Rapid Response System, enabling
realtime content flagging and intervention.
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Key Challenges (1/2)

e The trust gap between Romanian and European institutions remains substantial - but there is
movement

e Efforts to combat online disinformation must also address offline dynamics, where nationalism
embedded in cultural education amplifies the appeal of TikTok-driven narratives.

e There is a need to tackle historical revisionism in education to counter manipulative narratives

e European authorities must balance prevention and intervention, as society faces a level of
manipulation that necessitates “deprogramming” strategies.

e Greater education and resilience-building requires a whole-of-society approach starting with
journalists, NGOs, and civil society actors.

e  Proactive policymaking is needed to address the rapid pace of bad actors compared to
slow-moving legislative processes.
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Key Challenges (2/2)
e A focus on historical revisionism in education to counter manipulative narratives.
e  Strategic communication to reinforce trust, transparency, and democratic values is needed

e Increased coordination, funding and communication between european authorities and civil
society, as well as bolstered resilience programs is required to match the scale of resources
deployed by disinformation actors.
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Further Reading

Throughout the discussion, a number of publications were referenced by the participants. This
list provides a starting point for additional reading about the topics discussed:

e TikTok in Times of Crisis Ep 2, Expert Forum Association

e Investigation into alleged Russian-backed marketing companies, Victor llie for Snoop.Ro

e Portal Kombat: Expansion of the pro-Russian propaganda network: new domain names,

report by Viginum

e FEuropean Commission opens formal proceedings against TikTok on election risks under

Digital Services Act

e CEE: A Brave New Region? - GLOBSEC

e Pastels and Pedophiles: inside the mind of QAnon, by Mia Bloom and Sophia
Moskalenko
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https://expertforum.ro/en/tiktok-in-times-of-crisis-episode-ii/
https://snoop.ro/cazul-bunelu-firma-sustinatorilor-lui-georgescu-si-legaturile-rusesti-cum-se-fac-300-de-milioane-de-euro-pe-hartie/
https://www.sgdsn.gouv.fr/files/files/Publications/20240428_NP_SGDSN_VIGINUM_PORTAL-KOMBAT-NETWORK-REPORT_NEW%20DOMAIN%20NAME_(PART3)_ENG_VF.pdf
https://www.sgdsn.gouv.fr/files/files/Publications/20240428_NP_SGDSN_VIGINUM_PORTAL-KOMBAT-NETWORK-REPORT_NEW%20DOMAIN%20NAME_(PART3)_ENG_VF.pdf
https://ec.europa.eu/commission/presscorner/detail/en/ip_24_6487
https://ec.europa.eu/commission/presscorner/detail/en/ip_24_6487
https://www.globsec.org/what-we-do/publications/globsec-trends-2024-cee-brave-new-region
https://www.sup.org/books/politics/pastels-and-pedophiles
https://www.sup.org/books/politics/pastels-and-pedophiles
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Contact us

saman.nazari@alliance4europe.eu
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